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OP E RAT I O N A L E XC E L L E N C E
Transaction-aware root cause analysis and impact awareness in workflows optimized for today’s “Cloudy Data Center”

MACHINE INTELLIGENCE FOR OPERATIONS TEAMS
“I need a smart sequence analysis solution
that lets me discover and monitor behaviors
and plan for the real world.”

Extreme Vigilance: Operational Excellence applies the
power of Scianta’s groundbreaking cognitive analytics
platform to deliver behavior-based root cause analysis and
impact awareness solutions to Splunk Enterprise. XVOE
guides you through critical decision making with deep
human-like insight and data-driven decision support.

• Know when KPI parameter changes become important
or approach problem states, without managing
thresholds.
• Know which systems or people introduced problems.
• Predict and prevent problems with actors or assets.
• Detect, capture, and prevent service level deviations.
• Discover deviations from the normal pattern of behavior
without continually managing the definition of “normal”.
• Review incidents with the information you need, guided
by insight from powerful cognitive analytics.
• Get your day back. Let cognitive analytics reduce alert
noise and focus your attention on issues that matter.

Visualize the relative risk of the behavior of individual
actors within a group of cohorts. Instantly identify
behavioral anomalies for further root cause analysis.

Play back the sequence of the actor’s behavior that
triggered an alert, in context with the expected behavior
of that actor or their peers. Drill down to the underlying
actions and events that comprise the behavior to
explore the incident in depth and identify root cause.

Automatically discover transaction sequences within
your data. Explore related transaction sequences and
identify causes of specific transaction paths. Optimize
customer journeys. Mitigate operational inefficiencies
and roadblocks.

Extreme Vigilance for Operational Excellence is one of
the suite of next generation analytics solutions
powered by the Scianta Cognitive Modeler platform
for Splunk.
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AS THE WORLD’S MOST POWERFUL
C O G N I T I V E A N A LY T I C S P L AT F O R M

ENABLING SPLUNK...

Scianta Enables Splunk to Conquer Important New Analytics Use Cases
Splunk Enterprise is arguably the most flexible and
powerful Big Data platform available today. There is
no better platform for analyzing the huge volume of
events that occur within your enterprise. But for
many important use cases, it isn’t enough to just
analyze the events themselves. You need to understand the behavior behind the events. By employing
leading edge cognitive analytics, Scianta Analytics’
Extreme Vigilance empowers Splunk Enterprise with
unmatched behavior-based analytics capability.
Scianta’s proprietary and patented cognitive computing technology powers Scianta’s groundbreaking Scianta Cognitive
Modeler (SCM) platform. SCM is architected to work within Splunk, turning Splunk Enterprise into the world’s most powerful
cognitive analytics platform. One or more Extreme Vigilance apps incorporate focused vertical domain expertise to channel
this incredible power to deliver unmatched analytics and decision support for important, high-return use cases, including
actor behavior for insider threat, transactional anti-fraud, IT operations analytics, transaction sequence analysis, customer
journey analytics and much more.

Scianta Cognitive Analytics: The Insight You Need to Make Intelligent Decisions
If you’re a data analyst, your most precious resource is time. Whether you’re a security analyst defending your company
against an ever-increasing flood of exploits, a fraud analyst guarding against financial transaction fraud, an IT Operations
analyst working to maintain and optimize your firm’s operational infrastructure, or a business analyst striving to understand
and enhance your customer’s journey, you need
tools that intelligently guide you with real
insight about things you care about, instead of
overwhelming you with a sea of nonsensical
alerts.
The Scianta Cognitive Modeler™ employs
proprietary multi-pass cognitive analysis to
derive human-like insight from your Splunk
event data. SCM first models the behavior of the people, services, transactions and entities behind the events. Analysis of
this behavior yields Cognitive Signals™ that represent anomalies, sequences and actions discovered within the behavior.
Stored in Splunk indexes, Cognitive Signals are recursively analyzed for hazards, threats and other cognitive rule-based
conditions. Significant signals are delivered to you as highly focused notable events for resolution within Splunk’s incident
response framework. This allows you to spend your time and energy on alerts that matter and to make decisions guided by
extraordinarily powerful machine intelligence.

In a Big Data World You Need Machine Intelligence That Scales
A number of vendors offer credible behavior analysis solutions
that can cope with traditional data volumes. These solutions
don’t scale well in the world of Big Data. This is a particular
problem in a client/server architecture like Splunk Enterprise
where adding even simple machine learning can overwhelm the
compute capacity of the infrastructure.
Borne of years of experience delivering enterprise-class Splunk
deployments at some of the world’s largest and most technically advanced companies, Scianta’s SCM architecture is designed
from the ground up with scale in mind. Scianta’s Cognitive
Compute Mesh™ distributes the analytics compute load across
all or part of the Splunk Enterprise infrastructure. As cognitive
analytics load increases, additional Splunk servers can be added
as dedicated SCM Knowledge Nodes, offloading cognitive
analytics compute tasks from the primary Splunk infrastructure.
The resulting Cognitive Knowledge Web™ provides groundbreaking analytics power to deliver compelling, high performance solutions to multiple complex use cases in even the
largest of Splunk deployments.
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